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Abstract: Now a day’s Cloud Computing is use to
store data and for resource sharing. Cloud is a new
way to store large amount of data. Cloud Provides
space to store data and sharing this data with
multiple users. Also it is method for pay as per we
use. In current cloud computing environment large
scale cloud based application have put forward
higher demand for storage ability of data centers.
The two main concerns in current cloud storage
systems are Data reliability and Storage Cost. In
order to reduce the cloud storage usage while
meeting the data reliability requirement, the costeffective data reliability management generalized
Proactive Replica Checking for Reliability(PRCR)
mechanism is proposed. Comparing with the
typically 3-replica replication strategy, PRCR can
reduce the storage space consumption by one-third
to two-third, reduce the storage cost. PRCR proactively checks the availability of replicas using DOS
attack for maintaining data reliability. In PRCR data
in the cloud is managed in different types according
to its expected storage duration and reliability
requirements. The policy to access the stored data
can be maintained by using Attribute based
encryption algorithm(ABE).
Keywords: ABE (Attribute based encryption), Costeffective storage, Data Reliability, PRCR (Proactively Replica Checking for Reliability).

1. Introduction
NOWADAYS Cloud computing has become popular
among various fields like information technology
and various business enterprises because in cloud
user has to pay only according to their usage. Cloud
makes the use of cloud service providers which
provides various services to their users according to
their need. Cloud computing has become one of the
most popular paradigms in both academia and
industry. Due to rapid progress of technology and
large scale use of internet has resulted in generation
of massive amount of data and cloud storage is
expanding in dramatic speed. The data which are
stores in cloud should first met the data reliability
with high efficiency and cost-effectiveness. High
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reliability is critical for current cloud storage
systems. However, achieving it at a reasonable cost
can be a challenge, especially in large-scale systems.
In order to reduce the cloud storage usage while
meeting the data reliability requirement, the
generalized PRCR mechanism is proposed in which
data reliability with variable disk failure rate is well
investigated. To minimize replica and storage
consumption in cloud, the cost-effective data
reliability management mechanism named Proactive
replica Checking for Reliability(PRCR) is presented.
Comparing with the typically 3-replica replication
strategy, PRCR can reduce the storage space
consumption by one-third to two-third, hence reduce
the storage cost. PRCR pro-actively checks the
availability of replicas using DOS attack for
maintaining data reliability. In PRCR data in the
cloud is managed in different types according to its
expected
storage
duration
and
reliability
requirements. The policy to access the stored data
can be maintained by using ABE algorithm.

1.1 Proactive replica checking
The main idea to use proactive replica checking is to
propose a cost effective data reliability management
mechanism for cloud data storage. The PRCR use
well-known property of exponential distribution
called the memory less property. In PRCR the data in
the cloud is managed in different types according to
its expected storage duration and reliability
requirement. The data which is only for short term
storage for this single replica is enough to supply the
data reliability. The data which is for long term use
can have higher data reliability then reliability
assurances of a single replica, so two replicas are
stored which are periodically and proactively
checked. The proactive replica checking is done
periodically to check the existences of data replicas.
This task must always be done before the reliability
assurances drops below the reliability requirement. If
any single replica loss is found in cloud then it is
quickly recover according to certain strategy like
efficient replica maintenance for distributed storage
system and energy-efficient data transfer strategy
with link rate control for cloud. If in some extreme
case both the replica may be lost, then the probability
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of such a situation is already incorporated in data
reliability model. The PRCR ensures that the data
loss rate is no more than 0.01 per cent of all the data
per year.

2. Literature survey
S. Ramabhadran, C.Huang, Y. Xu[6] have studied
and assumed an exponential data reliability model, in
which the failure rate of each disk is a constant. For
example, recent studies that analyze data reliability
with Markov chain models assume that the failure
rates of all disks in the storage system are the same.
However, a constant disk failure rate cannot explain
all of the phenomena happening in reality. It has
been very well known that the failure rate of disk
drives follows what is often called a "bathtub" curve,
where disk failure rate is higher in the disk's early
life, drops during the first year, remains relatively
constant for the remainder of the disk's useful
lifespan and rises again at the end of the disk's
lifetime.
IDEMA, J. G. Elerath, Q.Xin, E. Pinheiro
[10],[13]shows that the disk failure probability of
populations of disks generally do not follow an
exponential
distribution.
For
fixing
this
inconsistency, the International Disk Drive
Equipment and Materials Association (IDEMA)
proposed a compromised presentation for disk failure
rates that uses discrete disk failure rates where the
lifespan of each disk are divided into different life
stages with different failure rates. Such model has
been demonstrated to be feasible in, and a ninemonth investigation conducted by Google also
obtained results very consistent to this model. In this
paper, we describe the disk failure rate pattern in the
IDEMA style, which divides the lifespan of disks
into discrete life stages with discrete disk failure
rates, and we also conduct our research based on the
disk failure rates provided by IDEMA standards and
Google's ninemonth disk failure trend study. Apart
from research on disk reliability, many efforts for
ensuring data reliability have also been made in the
software aspect.
A.Gharaibeh, B.Balasubramanian[4] Among all
the existing approaches for supporting data
reliability, data replication has been considered as a
dominant approach in current distributed storage
systems. Some existing works on large-scale
distributed storage systems have been proposed.
Specifically, in Cloud computing, data replication
technologies have been widely adopted in current
commercial Cloud systems. Some typical examples
include Amazon Simple Storage Service (Amazon
S3), GFS, Hadoop distributed file system.
Amazon[8], Although data replication has been
widely used, there is a side effect that it would
consume considerable extra storage resources and
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incur significant additional cost. To address this
issue, Amazon S3 published its reduced redundancy
storage (RRS) solution to reduce the storage
consumption. However, such cost reduction is
realized by sacrificing data reliability. By using RRS,
only a lower level of data reliability can be offered.
In addition to RRS, some of our previous works
made contributions in reducing storage consumption
for replication-based Cloud storage.
W. Li, Y. Yang[7] proposed a cost-effective
dynamic data replication strategy for data reliability
in Cloud data centers, in which an incremental
replication method is applied to reduce the average
replica number while meeting the data reliability
requirement. However, for long-term storage or
storage with a very high reliability requirement, this
strategy could generate even more than three replicas
for the data, so its ability to reduce storage
consumption is limited.
K. v. Rashmi[1], D.Gu an erasure coded storage
system named Hitchhiker was proposed and
implemented in HDFS. Unlike direct data replication
approaches for storage, erasure coding approaches
divide data into several data blocks and store them
with additional erasure coding blocks. By using
erasure coding approaches, data reliability can be
ensured at a quite high level with very low data
redundancy. However, the major disadvantage of
erasure coding approaches is apparent, i.e., the
computation overhead for coding and decoding data
can be significant, erasure coding is not the best
solution for the data storage of certain data intensive
Cloud applications.

3. System Overview
The PRCR is running on virtual machines in the
cloud. This virtual machine is responsible for
running user interface, PRCR node and conducting
proactive replica checking respectively. The user
interface is responsible for determining the minimum
replica number. It also creates the replica if
necessary and distributes metadata of files.
Whenever the original replica of file is created or
uploaded in the cloud it determines the minimum
number of replica according to storage duration that
is for short term or long term(i.e. one or two replica)
. If single replica is not enough for some file to store
the data the user interface calls the cloud service to
create second replica for that file. If second replica is
created then for that file metadata is created and
distributed to an appropriate PRCR node. The
metadata have total six types of attributes file ID,
time stamp, data reliability requirement, expected
storage duration, checking interval and replica
address. The file ID and replica address is
automatically given when the original or second
replica of the file are created.
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the recovery process for creating new replica if any
replica is lost.

3.1 Working Process of Proactive replica
checking for reliability

Figure 1. System Architecture
The PRCR node is responsible for management of
metadata and replica. There is only one user interface
and many PRCR nodes to provide the data reliability
requirement with different storage duration. PRCR
node can be created and destroy easily as it works
independently. Each PRCR node contains tow main
components: data table and replica management
module. The data table maintains the PRCR node
metadata attributes. The replica management module
scans periodically all metadata of the file to maintain
the data reliability. The data table scans the metadata
to determine whether replica checking is necessary
or not. In data table each round of scan is called scan
cycle and this scan cycle is set to fixed value. The
replica management module scans the metadata in
the data table and co-operating with the cloud virtual
machines to process the proactive replica checking
task. The replica management module keeps on
monitoring the data table to determine whether file
needs to be checked or not. If any file needs to be
checked then replica management obtains its
metadata form data table and send it to cloud virtual
machine. Cloud virtual machine does some required
process and sends this data file to replica
management module. After receiving file from
virtual machine then replica management module
conduct further actions according to the returned
result. The Replica management module initializes
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1. The process starts at the time when the original
replica of the file is created in the Cloud.
According to the disk failure rate, the expected
storage duration and data reliability requirement,
the user interface determines whether to store
the file with one replica or two.
2. According to the calculation in the user interface,
if one replica cannot satisfy the data reliability
and storage duration requirements of the file, the
user interface creates a second replica by calling
Cloud services, and calculates the checking
interval(s) of the file. Its metadata is then
distributed to the appropriate PRCR node (2). If
one replica is sufficient, only the original replica
is stored and the metadata of the file is not
created (9).
3. Metadata attributes of the file are stored in the
data table of the corresponding PRCR node.
4. Metadata is scanned periodically according to the
scan cycle of the PRCR node. According to file's
time stamp and the current checking interval,
PRCR determines whether proactive replica
checking is needed.
5. If proactive replica checking is needed, the replica
management module obtains the metadata of the
file from the data table.
6. The replica management module assigns the
proactive replica checking task to one of the
Cloud virtual machines for proactive replica
checking. The Cloud virtual machine executes
the task, in which both replicas of the file are
checked.
7. The Cloud virtual machine conducts further action
according to the result of the proactive replica
checking task: if both replicas are alive or lost,
go to step 8; if only one replica is lost, the
virtual machine calls the Cloud services to
generate a new replica based on the replica that
is alive.
8. The Cloud virtual machine returns the result of
the proactive replica checking task, while in the
data table, the time stamp and checking
interval(s) are updated. Specifically, step(1) if
both replicas are not lost, the next checking
interval is put forward as the current checking
interval; and step(2) if a replica is lost and
recovered on a new disk, the new replica address
is stored and all the checking interval(s) are
recalculated. Otherwise, further steps could be
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conducted, for example, a data loss alert could
be issued.
9. Steps 4 to 8 form a continuous loop until the
expected storage duration is reached or the file is
deleted. If the expected storage duration is
reached, either the storage user could renew the
PRCR service or PRCR could delete the
metadata of the file and stop the proactive
replica checking process.
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Proactive replica checking for reliability use two
main key algorithms which are the storage
duration algorithm and metadata distribution
algorithm in order to determine the minimum
replica number and improve the performance of
PRCR. The Attribute based algorithm is also
used to offers security and access control. The
system also continuously keeps on monitoring
the Denial of service attack in order to maintain
the data reliability. The Storage duration
predication algorithm has two main processes,
first it determines the minimum replica number
for meeting the data reliability requirement.
Second give a certain data reliability
requirement; it calculates the longest storage
duration of the data while the data reliability
requirement is met.
.

5. Conclusion
The generalized PRCR data reliability model gives
the cost effective reliability management mechanism.
PRCR reduces the cloud storage space by storing the
minimum number of replicas of file. The stored
replica are no more than two and stores according to
its storage duration. Thus for short-term storage
duration only one replica is enough for data
reliability assurance. And for long-term storage
duration two replica are created to provide the higher
data reliability than short-term storage duration.
PRCR periodically scans the data table to determine
replicas existence and also dynamically checkes
DOS Attack. If its sees that attack is going to
happens then it immediately stores the data to other
replica and update the changes. As user can access
any data which is stored on cloud, to prevent privacy
ABE is use to provide access policy to user for
accessing the cloud data.
The proposed system address the server migration
issue of server migration start went on attack. So the
future work focuses on solving this issue.
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