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1.

ABSTRACT:
Information security is a major issue in this digital world. Need for
encrypting and decrypting data have recently been increased in great
demand and is widely investigated and developed because there is a
demand for a stronger encryption and decryption which is very hard to
crack. Cryptography plays major roles to fulfillment these demands.
Nowadays, many of researchers have proposed many of encryption and
decryption algorithms such as AES, DES, RSA, and others. But most of
the proposed algorithms encountered some problems such as lack of
robustness and significant amount of time added to packet delay to
maintain the security on the communication channel between the
terminals. This research paper focuses on a New Approach for
Complex Encrypting and Decrypting Data which maintains the security
on the communication channels by making it difficult for attacker to
predicate a pattern as well as speed of the encryption / decryption
scheme.

algorithms they use different keys but these keys
must be related.

Introduction

In network security, cryptography has a long
history by provides a way to store sensitive
information or transmit it across insecure networks
(i.e. the Internet) so that it cannot be read by
anyone except the intended recipient, where the
cryptosystem is a set of algorithms combined with
keys to convert the original message (Plain-text) to
encrypted message (Cipher-text) and convert it
back in the intended recipient side to the original
message (Plain-text) [1]. The first model proposed
by Shannon on the cryptosystem is shown in figure
1 [2].

The major issue to design any encryption and
decryption algorithm is to improve the security
level. Therefore, this paper aims to propose a new
algorithm to improve the security level and
increase the performance by minimizing a
significant amount of delay time to maintain the
security and makes comparative study [4]. This
paper is structured as follows: comparison between
the most popular encryption algorithms, Advanced
Encryption Standard (AES), Public Key
Infrastructure
(PKI),
proposed
technique,
performance analysis, security analysis, and
conclusion.
1.1. Comparisons
of
Most
Encryption Algorithms

Figure 1. Shannon
communication

model

of

secret

In computer systems, the algorithm consist of
complex mathematical formulas that dictate the
rules of conversion process from plain text to
cipher text and vice versa combined with the key.
However, some of encryption and decryption
algorithms use the same key (i.e. sender, and
receiver). And in other encryption and decryption
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Popular

There is quite a number of encryption
algorithms used for keeping information secured.
Their complexity and ability to resist attack varies
from one algorithm to another. The main
component of encryption process is the algorithms
that serve basic purpose in different ways.
Popularly used algorithms include DES,
TripleDES, RC2, RC4, Blowfish, Twofish and
Rijndael (AES) as we mentioned in the abstract.
The basic information of the most popular ciphers
is shown in table1[5].It has several advantages like,
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it is flexible because of ability to pick and choose
various modules, it has enhanced security and has
strong user-community support.[7]
Table 1. Comparison of popular encryption
algorithms

1.2. Advanced Encryption Standard (AES)
Based on the table 1, the National Institute of
Standards and Technology (NIST) in 1997,
announced officially that Rijndael algorithm would
become the Advanced Encryption Standard (AES)
to replace the aging Data Encryption Standard
(DES). AES algorithm is a block cipher text the
block size can be 128, 192 or 256 bits. 128(AES 128), 192(AES -192) and 256 (AES -256) bits key
lengths [5- 7].
The Rijndael algorithm is based on round
function, and different combinations of the
algorithm are structured by repeating these round
function different times. Each round function
contains uniform and parallel four steps, byte
substitution, row shifting, column mixing 147 and
key addition, the data is passed through Nr rounds
(10, 12, and 14), and each step has its own
particular functionality as shown in figure 2 [7].

Figure 2. Advanced encryption standard
structure
1.3. Public Key Infrastructure (PKI)
PKI provides series of security services such
as, authentication, confidentiality, non-repudiation,
and integrity to the messages being exchanged [810]
. In this paper, PKI use in connection
establishment phase to exchange the security value
between the network terminals i.e sender, and
receiver.
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2.

PROPOSED TECHNIQUE
The proposed algorithm is an attempt to
present a new approach for complex encrypting and
decrypting data based on parallel programming in
such a way that the new approach can make use of
multiple-core processor to achieve higher speed
with higher level of security.
2.1. Encryption
In term of encryption process, the algorithm
consists of combination of public key infrastructure
for hybrid system and RC6 algorithm for confusion
and diffusion operations.
Public position is Hexadecimal numbers
arranged in 8*8 matrix announced to all. In this
step RC6 algorithm play major roles to generate a
private position based to the secrete value from
public key infrastructure. Plain-text 1024- bits size
divided to 2 blocks. One of these blocks used as
key after performed confusion and diffusion
operations using RC6 algorithm. The last step is
Insert the key inside the Cipher data based on the
private position.
2.2. Decryption
The decryption process involves converting
the encrypted data back to its original form for the
receiver’s understanding. The same process is
performed at the beginning of the encryption and
decryption process (connection established) as
described in the encryption part at the sender side
to generate the same private position at the receiver
side to eliminate the key from the cipher text.
3. SECURITY ANAYSIS
In order to test the security level of the proposed
algorithm, a set of tests and analysis are performed
on the algorithm. Some of these tests are taken
from different cryptanalysis papers, NIST
statistical suite, and combination of several other
statistical analyses. The following analysis methods
are performed on the algorithm: Information
Entropy[11], correlation analysis between the public
and private positions [12-13].
3.1. Correlation Analysis
As we mentioned in section 2.1, RC6 algorithm
play major roles to generate a private position
based to the secrete value from public key
infrastructure. To analyze the correlations between
the public and the private positions, correlation
coefficients test is used. The correlation
coefficients rules are described by a pseudo-code
shown in figure 3 [11, 13].
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consider as a good alternative to some applications
because of the high level of security and average
time needed to encrypt and decrypt a data using a
proposed algorithm is much smaller than AES
algorithm.
Figure 3. Rules of correlation coefficients
In correlation analysis, we randomly choose
different values in the public and private positions
(8*8 matrix). The correlation coefficients of the
public and the private positions in vertical,
horizontal, and diagonal directions were calculated.
The correlation coefficients for the three
dimensions in the private positions are close to
zero, and for public positions are close to one. This
indicates that the public and private positions are
not correlated.
3.2. Information Entropy
To calculate the entropy H(X), we have:

The entropy value H (X) for the proposed
algorithm is 7.98789 which is very close to the
theoretical value 8. This indicates that the
encryption algorithm is secure upon the entropy
attack.
3.3. The Strength of Encryption
The strength of encryption measure by the
time required to decode or extract the key [10]. The
calculation of encryption strength of an encryption
algorithm the following equation is used [14].
Differential Characteristic = (p1p2) −1
×Filtering weight. The result shows, the proposed
algorithm needed 1.00E+68 time (Years) to crack.
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