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Abstract— Cloud computing is the long dreamed
version of computing as a utility in IT industry. By
data outsourcing, users can be relieved from the
burden of local data storage and maintenance. As
cloud provides many advantages, it also brings
certain challenges. Here, as the clients no longer
have the physical possession of the data, they can
face formidable risk for missing data without clients
knowledge, cloud providers can modify or delete data
which are either not used by client from long-time
which occupies large space. Hence, audit services
are important for ensuring the integrity and
availability of outsourced data in order to reduce the
security risks and to achieve credibility on cloud
computing. Many schemes have been proposed to
achieve audit services, such as PDP protocol, which
is used to prevent dishonest of prover and the leakage
of verified data. In this audit service, the third party
auditor (TPA), known as the agent of the data
owners, can issues a periodic verification to monitor
the change of outsourced data by providing an
optimized scheduled. Even though they have
addressed various aspects such as Public
verifiability, Dynamics, Scalability and Privacy
preservation, they still lack in providing assurance of
data when they experience data leakage attack and
tag forgery attacks and also existing schemes are
designed for public cloud. The existing schemes are
not applicable for hybrid clouds. Hybrid cloud is a
cloud computing environment in which organization
provides and manages some internal resources and
external. This new enviormnet cloud brings
irretrievable losses to the clients due to a lack of data
integrity and verification mechanism for distributed
data outsourcing. Hence, we propose a collaborative
provable data possession (CPDP) method for
providing data integrity in hybrid cloud and provides
dynamic scalability and data migration in hybrid
cloud.
Keyword— Data integrity, Collaborative, Hybrid
clouds and Data security.
I.

INTRODUCTION

computing is most demanding and
CLOUD
emerging technology throughout the world. Cloud
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computing had been envisioned as next generation
information technology (IT) architecture for
enterprises, due to its long list of advantages in the IT
history: on- demand self-services ubiquitous network
access, location independent resources pooling, rapid
resources elasticity, usage-based price and
transferences of risk. Although commercial cloud
services have revolved around public clouds, the
growth of private cloud on open- source cloud
computing tools allows local users to have flexible
and agile private infrastructure to run service
workloads within their administrative domains.
Private clouds are not exclusive for being public
clouds and they can also support a hybrid cloud mode
by supplementing a local infrastructure with
computing capacity from an external public cloud. By
using virtual infrastructures management (VIM), a
hybrid cloud can allow remote access to its resources
over the internet via remote interfaces, such as the
web services interface that Amazon EC2 uses.
Therefore a hybrid cloud puts more emphasis on
cloud aggregation platform including private clouds
and public clouds, combining the features of
availability, scalability and low cost from public
clouds and security from private clouds.
Although cloud computing envisioned as a
promising service platform for the internet, the new
data storage paradigm in “cloud” brings about many
challenging design issues which have influence on
the security and performance of the overall system.
One of the biggest concerns with cloud data storage is
that of data integrity and data verification at untrusted
servers. For example, the storage services provides(
or service provider, which experiences Byzantine
failures occasionally, may decide to hide the data
errors from the clients for the benefit of their own.
For the purpose of saving money and storage space,
the service provides might neglect to keep or delete
rarely accessed data file which belongs to a client that
may arise in disputes between clients and cloud
service provides (CSPs). Therefore, it is
indispensable for CSPs to provide secure
management techniques to ensure their storage
services. Traditional cryptographic techniques of data
integrity and availability, based on hash functions and
signature schemes (Hsiao et al, 2003; Yumerefendi
and chase, 2007), cannot work on the outsourced data
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without a local copy of data. It is also not a practical
solution for data validation by downloading them due
to expensive transaction, especially for large-size
files. Moreover, the solution to audit the corrections
of the data in cloud environment can be formidable
and expensive for the cloud users (Armbrut et al,
2010). Therefore, it is crucial to realize public
auditability for Cloud Storage Service (CSS), so that
data owners may resort to a third party auditor
(TPA), who has expertise and capabilities that a
common user does not have periodically auditing the
outsourced data. This audit service is significantly
important for digital forensics and data assurance in
clouds.
To implement public auditability, the
notions of proof of irretrievability (POR) (Juels,
2007) and provable data possession (PDP)(Ateniese
et al,2007) have been proposed by some researchers.
Their approach was based on probabilistic proof
techniques for a storage provider to prove the client’s
data remain intact without downloading the stored
data, which is called “verification” without
downloading. Various PDP schemes have been
recently proposed, such as Scalable PDP and
Dynamic PDP, to work in publically verifiable way
so that users can employ their verification protocol to
prove the availability of stored data. Even though
existing PDP schemes have addressed various aspects
such as public verifiability, dynamic, scalability and
privacy presentation, still they suffer from data
leakage attacks and tag forgery attack.
However, these schemes focus on PDP
issues at untrusted severs (public clouds), and are not
applicable for a hybrid cloud environment due to the
lack of support for heterogeneous multi- cloud
storage and privacy protection mechanism. They also
ignore the leakage problem of verified data via the
interactive process of the verification protocol in a
PDP scheme. Thus, when a public verification service
does not have a strong security mechanism to data
protection, a malicious attacks cloud easily exploit
such as service to obtain private data. These
drawbacks greatly affect the impact of cloud audit
services. to overcome these issues, we provide an
effective construction of collaborative provable data
possession (CPDP) using homomorphic verifiable
response and hash index hierarchy. This construction
realizes security against data leakage attacks and tag
forgery attacks considering transparent property for
clients to store and manages resources in hybrid
clouds. It uses homomorphic property, on which the
responses of client’s challenges computed from
multiple CSPs can be combined into a single response
as the final result of hybrid clouds. By using such a
mechanism, clients can be conceived of data
possession without knowing geographic locations
where their files reside. In addition, a new hash index
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hierarchy is proposed to realize the client oriented
transparency measures to store and manage client
resources in hybrid clouds.
II.

RELATED WORK

The basic idea of data integrity and data verification
untrusted outsourced storage is as follows. The most
direct way to enforce the integrity control is to
employ cryptographic hash function (Yumerefendi
and Chase, 2007; Hsiao et al., 2009) and signature
schemes (Lietal, 2006; Ma et al., 2005; Xie et al.,
2009), Yavuz and Ning, 2009), but they cannot work
on the outsourced data without a local copy of data.
Moreover, these traditional methods are not the
practical solutions for data validation by downloading
them due to the expensive communications especially
for large files, to check the availability and integrity
for the stored data without downloading it from
storage space. Researchers have proposed two basic
approaches called provable data possession (PDP)
(Ateniese at al., 2009) and Proof of Retrievability
(POR) (Juels, 2007). Ateniese et al., first proposed
the PDP model for ensuring possession of files on
untrusted storages and provided a RSA- based
scheme for the static case that achieves the O(1)
communication cost.
They also proposed publically verifiable
version, which allows anyone, not only just the data
owners, to challenge the server for data possession.
However, these schemes are insecure in dynamic
scenarios because of the dependence on index of
blocks. Moreover, they do not fit for the hybrid
clouds due to loss of homomorphism in the
verification process. These schemes also lack in
providing dynamic data operations such as query,
insertion, modification and deletion. In order to
support dynamic operations, Ateniese et al., have
proposed a dynamic PDP solution called Scalable
PDP. They proposed a lightweight PDP scheme based
on cryptographic hash function and symmetric key
encryption, but the server can deceive the owner by
using previous metadata or responses due to the lack
of randomness in the challenge. Erway et al.,
introduced two dynamic PDP schemes with a hash
function tree to realize the O(logn) communication
and computational costs for a file consisting of n
blocks. But, these schemes prevent any efficient
extension to update data. Shancham and Waters
proposed an improved version of this protocol called
Compact POR, which uses homomorphic property to
aggregate a proof into O(1) authenticator value and
O(t) computation cost for ‘t’ blocks, but their solution
is also static and exists the leakage of data blocks in
the verification process. Wang et al., presented a
dynamic scheme with O(log n) cost by integrating the
above CPOR scheme and Merkle Hash Tree(MHT) in
DPDP. Furthermore, several POR schemes have been
proposed recently including (Bowers et al., 2009;
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Dodis et al., 2009). Since the response of challenges
has homomorphic property, the above schemes can
leverage collaborative PDP construction in hybrid
clouds, in which, multiple cloud service providers
collaboratively store and maintain the client’s data
and also provides dynamic scalability and data
migration.
III.

PROPOSED SYSTEM

In this section, we present a verification framework
for hybrid clouds and a formal definition of
collaborative PDP.

FIG 1.VERIFICATION
CLOUDS

ARCHITECTURE

FOR

HYBRID

As depicted in Fig. 1, verification architecture for
data integrity in hybrid cloud.
A. Veification frame work for hybrid clouds:
Although PDP schemes evolved around
public clouds offer a publicly accessible remote
interface to check and manage the tremendous
amount of data, the majority of today’s PDP
schemes is incapable of satisfying such an
inherent requirement of hybrid clouds in the
aspects of security, bandwidth and usability. To
solve this problem, we consider a hybrid cloud
storage service as illustrated in Fig. 1.
In this architecture, we consider a data
storage service in a hybrid cloud involving three
different entities:
i)
Granted clients: who have large amount
of data stored in a hybrid cloud and
have the right to access and manipulate
these stored data;
ii)
Cloud Service Providers (CSPs): who
work together to provide data storage
service and have enough storage spaces
and computational resources.
iii)
Third Party Auditor (TPA): who is
trusted to store verification parameters,
including data and offers the query
services for these parameters.
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In Fig.1, a hash table is associated with TPA
which contains data items such as data block
position, access domain and hash value should
be added to this table. In our scheme, one of the
most important items is a cryptographic hash
value, which is used to compress the record itself
and supports data integrity verification in
collaborative PDP services. More importantly,
this
hash table is used to solve the heterogeneous
storage problem.
In this architecture, we consider the existence
of multiple CSPs to collaboratively store and
maintain client’s data. Moreover, a collaborative
PDP is used to verify the data integrity and
availability of their stored data in CSPs.
The verification process is described as
follows: First, the client uses the secret key to
pre-process a file, which consists of a collection
of ‘n’ blocks, generates a set of public
verification information that is stored in TPA,
transmits the file and some verification tags to
CSPs and may delete its local copy; then, by
using verification protocol for collaborative PDP
the clients can issue a challenge for one CSP to
check the integrity and availability of outsourced
data in terms of public verification information
stored in TPA.
B. Definition of collaborative PDP:
In order to prove the integrity of data stored in
hybrid cloud in hybrid clouds, we define a
framework for collaborative PDP based on
multi-prover interactive proof system (MP-IPS).
Collaborative PDP: A collaborative PDP scheme ’S’
is a collection of two algoriths and a MP-IPS,
S=(K,T,P):
(a) KeyGen(1k) : takes a security parameter ‘k’ as
input and returns a public-secret key pair (pk,sk).
(b) TagGen(sk,F,P): takes as inputs a secret key sk,
a file F and a set of cloud storage providers
cloud storage providers
P={Pk}, and a set of
P={Pk}, and returns the triples(ζ,Ψ,σ), where ζ is
the secret of tags, Ψ= (u,H) is a set of
verification parameters u and an index hierarchy
H for F, σ = {σ(k)}Pk ϵ P denotes a set of all tags,
σ(k) is the tags of the fraction F(k) of F in Pk.
(c) Proof(P,V): is a protocol of proof of data
possession between the CSPs (P={Pk}) and a
verifier (V), that is, ∑PkϵP Pk(F(k),σ(k)),V(pk,Ψ),
where each Pk takes as input a file F(k) and a set
of tags σ(k), and a public key pk and a set of
public parameters, Ψ is the common input
between P and V. At the end of protocol running,
V returns a bit {0|1} denoting false and true
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Where ∑PkϵP denotes the collaborative computing in
PkϵP.
C. Security model for collaborative PDP:
In cryptography, the collaborative PDP scheme is
a multi-prover interactive proof system(MP-IPS) in
nature. CPDP scheme should satisfy the following
security requirements:
A pair of interactive machines (∑PkϵP Pk, V) is
called an available provable data possession for a
file F if P={Pk} is a collection of probablistic
algorithms, V is a deterministic polynomial-time
algorithms and the following conditions hold for
some polynomial p1(.),p2(.) and all sϵ N:
Completeness: For every σϵTagGen(sk,F),

i)

Pr[ ∑PkϵP Pk(F(k),σ(k)), V(pk,Ψ)=1] ≥1-1/p1(k)
ii)

Soundness: For every σ*ϵTagGen(sk,F),
every interactive machine Pk* ϵ P,

Pr[∑PkϵP Pk*(F(k), σ(k)), V(pk,Ψ)=1]≤1/p2(k)
Here, the knowledge soundness could be
regarded as the stricter definition of security of tag
information. This means that the prover can forge
file tags by means of a knowledge extractor M if
soundness property does not hold.
For a private cloud, we concerned more about the
disclosure of private information in the verification
process. It is easy to find that data blocks and their
tags could be obtained by the verifier in some
existing schemes.In order to solve the problem, we
introduce zero-knowledge notion into the CPDP
scheme, as follows:
a) Zero-knowledge:
An interactive proof system for provable data
ppossession problem is computational zero
knowledge if there exists a probablistic polynomialtime algorithm S*(call a simulator) such that for
every probablistic polynomial-time algorithm D, for
every polynomial p(.), it hods that
Pr[D(pk,Ψ,S*(pk,Ψ))=1] –
Pr[D(pk,Ψ,∑PkϵP Pk(F(k),σ(k),V*(pk,Ψ))] =1 ≤ 1/p(s)
Where S*(pk,Ψ) denotes the output of simulator.
Actually,zero-knowledge is a property that
captures P’s robustness against attempts to gain
knowledge by interacting with it. For the PDP
scheme, we use the zero-knowledge property to the
security of data blocks and signature tags.
D. Verification process:
The verification process is performed by a fivemore interactive proof protocol shown in Fig.2:
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Fig.2: Flowchart of verification process
i)

The organizer initiates the protocol and
sends the commitment to the verifier.
ii) The verifier returns a challenge set of
random index co-efficient pairs to the
organizer.
iii) The organizer relays them into each Pi in P
according to the exact position of each data
block.
iv) Each Pi returns its response of challenge to
the organizer.
v) The organizer synthesizes a final response
from these responses and sends it to the
verifier.
The above process would guarantee that the
verifier accesses files without knowing on which
CSPs or in what geographical locations their files
reside.
a)

Integrity audit services:
CPDP scheme is used to construct audit
system architecture for outsourced data in hybrid
clouds by using TPA as shown in Fig.1.
In this architecture, granted clients need to
dynamically interact with CSPs to access or
update their data for various application
purposes. TPA, as trusted third party is used to
ensure the storage security of outsourced data.
TPA is reliable and independent and thus has no
consideration to collude with either CSPs or
users during the auditing process.
i.

TPA makes regular checks on the integrity
and availability of the delegated data at
appropriate intervals.

ii.

TPA will organize, manage and maintain
the outsourced data instead of data owners
and support dynamic data operations for the
granted clients.

iii.

TPA takes the evidences for the disputes
about the inconsistency of data in terms of
authentic records for all data operations.
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IV.

SECURITY ANALYSIS

To enable privacy preserving public auditing for
cloud data storage under this architecture, our
protocol design should achieve the following security
and performance guarantee:
• Public auditability: to allow TPA to verify
the correctness of the cloud data on demand
without retrieving a copy of the whole data.
• Verification correctness: to ensure there
exists no cheating CSP that can pass the
audit from TPA without indeed storing users
data intact.
• Verification Transparency: to enable TPA
with secure and efficient auditing capability
to cope with auditing delegations from
possibly large number of different CSPs
simultaneously.
• Privacy-preserving: to ensure that there
exists no way for TPA to derive users data
from the information collected during
auditing process.
• Lightweight: to allow TPA to perform
auditing
with
minimum
storage,
communication and computation overhead.
V.

CONCLUSION

In this paper, we addressed the construction of
collaborative integrity verification mechanism for the
distributed data outsourcing in hybrid clouds. Based
on the homomorphic verifiable responses and index
property, we proposed a collaborative provable data
possession scheme to support dynamic scalability on
multiple cloud storage services providers. It also
provides security properties required by the zeroknowledge interactive proof system so that it can
resist various attacks even if it is deployed as a public
verification service. More importantly, our solution
conceals the details of outsourced storage to reduce
the burden on verifiers and verifiers cannot even
distinguish whether the verified data is in a hybrid
cloud or a single cloud.
VI.
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