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Abstract: Mobile Adhoc networks are playing
major role in data transmission and other
communication systems .Collaborative contact
based watchdog system is one of the best ways to
detect selfish nodes. In this method it has some
disadvantages, like delay and packet loss. Selfish
node detection is more important in communication
systems. Using of IDS (Intrusion detection system)
is more helpful to reduce the delay of data
transmission. It detects the selfish nodes before the
communication will start, the path also changed
before it. So the Time delay and packet loss will
reduce gradually .It helps to increasing the speed
of data transmission.
Index Terms – Mobile Adhoc Networks, IDS
(Intrusion Detection System), Selfish nodes.

1. Introduction

allow them to communicate beyond direct wireless
transmission range.

2. Architecture of IDS System
Intrusion prevention mechanism is one of the
major and efficient methods against attacks, but
there might be some attacks for which prevention
method is not known. Besides preventing the
system from some known attacks, intrusion
detection system gather necessary information
related to attack technique and help in the
development of intrusion prevention system. In this
proposed intrusion detection system architecture
we followed clustering mechanism to build a four
level hierarchical network which enhances network
scalability to large geographical area and use both
anomaly and misuse detection techniques for
intrusion detection.

Selfish nodes are major factor for delay
communication.
Network topology changes
rapidly and unpredictably over time due to the
mobility of the nodes. There arises the need of
incorporating the routing functionality into nodes.
MANETs are vulnerable to malicious entities that
aim to tamper and analyses data and traffic
analysis by communication attacking routing
protocols. The identities and locations of the nodes
in the route, and in particular, those of the source
and the destination, should be hidden and
protected. An IDS protects a system from attack,
misuse, and compromise. It can also monitor
network activity, audit network and system
configurations for vulnerabilities, analyses data
integrity, and more. Depending on the detection
methods you choose to deploy, there are several
direct and incidental benefits to using an IDS.
Understanding what an IDS is, and the functions it
provides, is key in determining what type is
appropriate to include in a computer security
policy.
An ad hoc network is a group of wireless
mobile computers (or nodes), in which nodes
cooperate by forwarding packets for each other to
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Fig 2.1 Architecture of IDS System
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In this Architecture the hello packets were
sending at the beginning of the transmission. The
watchdog detects the selfish nodes and reported it
to cooperative nodes. The cooperative nodes send it
to initial node. So at the beginning itself the path
has been changed. By this method the delay and
packet loss will reduce drastically.

Watchdog Technique is mostly used for
detecting the selfish nodes. It reduces the delay
time and the packet loss. The connection between
these three activities is reliable. The Selfish node
will get reduced means the delay time and packet
loss getting reduced. So these are the major relation
between these Activities.

3. Watchdog’s Detection Technique

3.1 Watch Dog and Path Ratter

Watchdog technique as an effective technique
for detecting malicious nodes based on a power
aware hierarchical model. This technique
overcomes the common problems in the original
Watchdog mechanism. The main purpose to
present this model is reducing the power
consumption as a key factor for increasing the
network's lifetime. For this reason, we simulated
our model with Tiny-OS simulator and then,
compared our results with non hierarchical model
to ensure the improvement.

When a node forwards a packet, the node's
watchdog verifies that the next node in the path
also forwards the packet. The watchdog does this
by listening promiscuously to the next node's
transmissions. If the next node does not forward the
packet, then it is considered as misbehaving. The
path rater uses this knowledge of misbehaving
nodes to choose the network path that is most likely
to deliver packets. The watchdog is implemented
by maintaining a buffer of recently sent packets
and comparing each overheard packet with the
packet in the buffer to see if there is a match. If so,
the packet in the buffer is removed and forgotten
by the watchdog, since it has been forwarded on. If
a packet has remained in the buffer for longer than
a certain timeout, the watchdog increments a
failure tally for the node responsible for forwarding
on the packet. If the tally exceeds a certain
threshold bandwidth, it determines that the node is
misbehaving and sends a message to the source
notifying it of the misbehaving node.

Fig 3.1 Watchdog’s
Detection Technique

4. Literature survey
s.S.no

1

Author and
Year of
Publication
Mohammad
Saiful Islam
Mamun

2

Nithya Karthika
, Raj Kumar

13.

S. Bansal and
M. Baker ,
2003.
L. Buttyan and
J.-P. Hubaux,
2003.

4.

5.

Y. Zhang, W.
Lee, and Y.-A.
Huang,
2003.

Title

What is Done

Advantage

Disadvantage

Hierarchal Design Based
Intrusion
Detection System For
Wireless Adhoc Network

GSM cell
concept for
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It is only for
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Sometimes it
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good Nodes
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Nodes Works
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It is only for
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Intrusion Detection
Techniques for Mobile
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Table 4.1 Literature Survey
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5. Experimental result
The experimental results are showed, that the
packet loss and delay has reduced. Watchdog
timers are send information about selfish nodes,
and change the path of communication. Initiator,
cooperative nodes are gave information about
selfish nodes. The transmission speed is improved.
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6. Future Work
This paper Presents, Improving the speed of
data transmission using Intrusion detection System
(IDS).In future using of IDS there are so many
improvement is possible. The delay and the packet
loss have been reduced more. The modification is
possible in this paper. There are so many
techniques available to speed up the transmission.
In this paper IDS technique is used. IDS have so
many ways to reduce the packet loss.

7. Conclusion
Reducing the delay using IDS and improving
the speed of data transmission in collaborative
contact based watchdog system is implemented
successfully. In this paper the delay and packet loss
will reduced drastically. The nodes are transmitted
the messages clearly. The selfish nodes are
detected before the transmission has started. Watch
dog timers detected the selfish nodes and gave the
information to initiator. So the delay will reduce
and speed of transmission is improved.
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