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Abstract: The explosion of smart devices along with
the numerous applications which connect us and
make our life easier/embellish our life haven’t
passed unnoticed by the malware creators. In the
context of smart devices’ growing popularity while
containing various important information and having
low Security levels and many users, data theft for
creating growing data bases seems to become a real
“opportunity” for hackers.
Our study aims to analyse the Security culture of
smart devices users on a quota sample and to
provide an idea about the dimension of risk
associated with the personal smart devices’ lack of
security, ways of managing their risk when used
daily, along with improvement proposals for this
state of affairs.

1. Introduction
When talking about Smartphone, we can say that
the mobility of a tiny-computer that uses a large
number of applications without having an
appropriate security, promotes cybercrime. Over the
last ten years, the threat landscape of this field
suffered major changes and, in the present, the
cybercrime is speculating and identifying new
vulnerabilities. Meanwhile, the Internet has
connected people, objects, systems and processes,
almost everything we can imagine. Cisco and
General Electric estimates that these connections will
sustain a market of over 10.000$ billions and
International Data Corporation claims that by 2020,
more that 40% of the transited data worldwide will
be made on unsecured services via smart devices.
The reports of different main actors of Romania’s IT
market , for example, Romanian National Computer
Security Incident Response Team CERT_RO’s
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which announces the appearance of a Trojan virus
that targets Romania’s’ 12 banking institutions and
another one used for mobile operating system.
The same institution has reported a number of
68 million of cyber alerts alone in 2015 which
involved 2.3 million of IP addresses (approximately
24% of the entire Romanian cyberspace). Nearly
78% refers to vulnerable systems and 17.000 of .ro
domains have been compromised.
A common way of attacking smart devices users
is by creating the so-called “social bots” that can
perfectly imitate the behaviour of social network
users or of smart devices applications users but , in
the same time , secretly promoting products or ideas
in order to obtain private information . For example,
in 2015, Facebook has reported the identification of
over 170 million of fake accounts, most of them
being social bots.
The big companies have made huge investments
in securing the online world and in the Security
infrastructure, not only in fields like e-Commerce or
banking, but also in retailing. Due to the
technological
development,
the
virtual
communication will escalate and the security
breaches could mean huge losses both personally and
on a larger scale (regionally, globally).

2. Literature review
Global leaders in security solutions constantly
warn the smart devices users about the dangers they
are exposing themselves to when using the devices
without a proper protection from those who want to
harm them. The smart devices are ubiquitous, multitasking devices which face both types of threats –
those typical of devices and those regarding security
[25].
A Smartphone is considered to be an
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information system on a smaller scale which covers
different assets [13] but which is, due to its
portability and capacity to store huge volumes of
data, one of the most hunted devices by hackers.
An analysis reported by the Bitdefender
specialists in cyber security underlined how easily
wrongdoers can steal personal information or even
compromise one’s physical safety through smart
devices found at home.
Although specialists in cyber security frequently
deliver this kind of data, certain smart software
creators can’t make their applications secure enough.
The Kaspersky Lab specialists share the same
concern, drawing attention to the vulnerability of the
smart household appliances.
There is an increasing resistance to adopting
smart solutions for delicate services, such as banking
[24]. Considering the fact that risks cover a wide
range of data – from private ones, to business and
governmental ones--, a very important key concept is
prevention, which implies that the user participates in
the initial process of risk assessment, going from the
punctual risk calculating to the global risk
calculating [25]. This evaluation must be based on
real, active information and there must be used a
number of convincing criteria— disclosing personal
information, damaging reputation and the public
image, breaking the law or a contract, affecting
economical and financial interests, affecting the
affairs policy, home policy and even the internal
policy [16].

3. Study objective and Research
methodology
Are we, as individual but also as informational
community, prepared to face these challenges? Do
we have the necessary culture to identify them or
even eliminate them? Do we know the risks that are
out there? Do we continue the technological boom or
not? Do we follow the great companies’ example to
protect ourselves from the cyber-attacks? Do we get
any help? Here are some questions that our study is
planning to answer in order to meet its main goal:
establishing the extent of people’s trust in the online
environment, what needs to be developed and where
is recommended to invest.
Hypothesis 1: The smart devices are highly used
in accessing personal or financial information
Hypothesis 2: The smart devices and the soft
they use represent vulnerabilities for a network, with
a wide range of danger to which they expose
themselves. The users are aware of these risks.
Hypothesis 3: The users are informed about the
dangers they expose themselves to by using these
devices and there is an educational culture for
personal data security.
Question Matrix:
For hypothesis 1:
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1. Do you own a smart device through which you
access applications for the financial - banking field,
online shopping or E-mail?
2. Does your smart device contain important personal
data?
3. Do you own applications which you share with
other smart devices users?
For hypothesis 2:
1. Are you aware of the risks associated to using
smart devices and certain other applications?
2. Are you aware of the dangers you expose the other
users that share the network with you?
3. Is there a data back-up in case your device is
compromised? Is there a way to fix that problem
without further using smart devices or applications?
4. Which are the ways your device can be
compromised?
For hypothesis 3:
1. When purchasing a smart device, have you been
told how to use it and how to secure your
data/information/applications?
2. Do you use authorised tools for securing your
devices and data – antivirus software or advanced
ways to secure your device (finger print)?
3. Can you access information on how to protect
your device and your applications? Do you have to
search for this information or are they given to you in
a free and mandatory way?
The interview matrix has been sent via email to
600 people from the online world. The email
addresses have been found through specialised
search engines. The feedback was extremely low,
mainly because there is a large number of unverified
email addresses that send lots of unwanted emails
containing questions and proposals on random
subjects (mostly commercials), for this reason,
people tend to be sceptical when it comes to this kind
of messages.
The lack of feedback made it impossible to
finish the analysis; as a result, the initial
investigation method has been changed for the focusgroup one. The meetings took place during the
summer at the seaside, with the intention of meeting
and interviewing people who don’t know each other,
with different educational levels and with a mixed
territorial distribution.
As a consequence, two groups have been madeone, where the median age was 23, having boys and
girls aged from 18 to 27, and another one, where the
median age was 39, having men and women as well.
The age division has been made in order to its
role in influencing the usage of smart devices and
their applications as well as acknowledging the
inherent dangers they imply.
The youngers’ group was made out of 21
respondents, while the other had 17 members. Their
gender was 14 females - 36.85% and 24 males,
63.15%. 86% of them were university graduates or
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still students, 11% high school graduates, and 3%
were vocational schools graduates.

4. Research results
Question 1: All of the respondents owned various
smart devices – most of them had only
smartphones—and all of them used the devices for
different applications. The difference between the
two groups was the following: the youngers’ group
uses a larger number of applications like email and
online shopping while hardly ever using applications
related to the financial or the banking field. Unlike it,
the second group uses as often both the email
applications and the banking ones, controlling other
devices—the lighting, various automations, etc. The
number of downloaded and used applications is
overwhelmingly bigger for the youngers’ group, and
the main criteria of selecting the devices is actually
the number of applications that can be
downloaded/used. Data traffic is also far bigger for
the youngers’s group, which can be explained by the
number of applications they use. Even though they
use a larger number of applications, the members of
the first group also know more about each
application: how to use them, applicability,
interconnection, functions, and dangers.
Question 2: All the respondents said that their smart
devices contain important or very important
information. The members of the first group had far
more personal information stored on their smart
devices. The difference between the two groups
comes from the way each looks at the data sharing
and the social networking communication. The
members of the first group share most of their
personal data with their friends, they share their
private lives on social networks and their way of
communicating must contain as much personal
information as possible. They don’t see their private
information as being very important and losing or
contaminating them doesn’t have a big impact on
them. Sharing most of the data gives them the
possibility of taking the information back. The
members of the second group said that they don’t
keep much vulnerable personal information in their
smart devices, only those that are necessary and that
their data is very important to them. From the
smartphone’s address book to the banking data,
everything is considered very important and losing
them has a great impact on the respondents.
Question 3: All respondents share data with other
smart devices users. The members of the first group
share much more data with other users. The
difference between the two groups is reflected by
their far more aggressive behaviour in terms of
demanding new data, connexions and applications
used together with other people. The groups the
younger members belong to are much larger but
more compact in terms of sharing the same opinions,
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communication, hobbies, and age. The second group
is more restrictive when it comes to sharing personal
data, connecting with other unrecognised devices or
having the same applications as other users.
Question 4: The issue of risks was the most fiercely
debated. Both groups reported that they know about
the risks using smart devices imply, as well as about
the antivirus and malware soft/applications.
“According to Wikipedia, Malware is a type of
software designed to harm a computer or to attach to
it, or/and harm or attach to an entire computer
network, without the owner’s agreement. The notion
is used by the IT specialists as a generalisation for
any hostile, intrusive or harmful software or
programme. The term ‘virus’ - when talking about
computers - is sometimes used not only for computer
virus, but also for any kind of malicious software.”
Their openness about this kind of discussion is very
interesting. Although the respondents from the first
group have a clearer idea about how malware
application work and how to action against them,
they have a more relaxed attitude towards this. The
discussions led to an easier acceptance regarding the
dangers of using smart devices. Many of them stated
that this field-data security - is opposed to the idea of
interconnection with other users and that the personal
data theft is a risk taken when communicating online.
The respondents from the other group are not as
aware of the risks. They acknowledge the threat, the
way a big loss of information could affect them, but
they don’t know how to better protect themselves
from this. According to the way they responded to
question 5, they are not aware of the losses they can
cause by loosing/compromising personal/important
data in the network they belong to. They believe that
the losses are punctual, personally insignificant and
that they can’t echo in an entire user’s community.
On the other hand, they are the ones who identified
greater risks, like those which can affect
economically, socially or in fields like air transport
or firms’ databases. The respondents of the first
group confine the influence of a smart device attack
to the personal data shared within the network they
belong to, that is, sentimental, image or financial,
etc. losses only.
Question 6: The respondents of the first group don’t
see the data backup as a priority. Unlike them, the
respondents of the second group believe it is of
utmost importance and that it takes part of the
Security actions they carry out. They create for
themselves mini databases in order to diminish the
risks of loosing/contaminating their own data.
However, when asked, most of them were not aware
that the data they stored on a hard drive can be
contaminated by connecting with another infected
smart device.
Question 7: The respondents from the two groups are
partially aware of the ways a smart device can be
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contaminated. The following means have been
found:
• Installing an unverified soft
• Unchanged soft of the operating system or
those adjacent to it
• Using the same passwords for different
applications or unencrypted
• Not having an antivirus—the main cause of
this is the price and the second is that it
slows the device down by running in the
background.

Question 8: most of the respondents reported that
they were not informed about the data security when
they bought a smart device. Some of them reported
that they bought the devices online or that they
couldn’t test them. Most of the information about
this kind of interventions was found out through
other users or the Internet, after they have suffered
different losses or when they didn’t know how to use
certain applications. Most of them reported that the
information about Security can be found online, for
free, even though they had never searched for it
before buying a smart device, or even a long period
after buying it. The interesting part is that, although
they knew about that information, the users couldn’t
verify their efficiency because most of the malware
applications are “invisible”.
Question 9: From a total of 38 respondents, only 2
were using professional data security solutions for
smart devices, the others being divided into two
groups: the first one, in which people say they are
not affected by the lack of security and the second
one, in which the respondents are content with the
free applications that promise security increase, even
though these are not authorized by experienced or
well-known producers. The respondents could have
been reluctant in answering this question due to the
illicit possession of false licenses.
Question 10: Along with the answers to the previous
questions, an incomplete one was given for this
question. We tried to make them all aware of the
great danger smart devices users expose themselves
to and to propose ways in which their security could
improve. They suggested that the Security culture of
all users should be improved, as well as the smart
devices producers and the applications developers’
obligations to make known the main risks they
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expose themselves to when using them, along with
ways to protect from them. Most of the respondents
don’t know which is the most effective antivirus for
an application, how to buy it or the risks that are
covered. It is commonly believed that certain
operating systems are more vulnerable than others,
although this aspect is not very important when
buying a smart device.

5. Conclusions
Belonging to an informational community has
both advantages and drawbacks, which are related to
using smart devices on a large scale. Beyond the
psychological implications of this type of
communication, there are also the risks you expose
yourself to as a user, or the risks you expose the
entire group or community you are associated with.
The respondents have pinpointed several
immediate risks of cyber-attacks - targeting bank
accounts, personal data stored on mobile devices
such as address, contacts, photographs, schedule,
private conversations between life partners, business
conversations or those related to minors. Risks
related to the core competencies or to the working
place of a user, as well as to its influence on others politically, socially, judicially or that related to
commercial or state espionage have been identified.
This allowed them to realise the extent of a disaster
which could affect the national security, only by
contaminating a link in the chain of users of the same
applications. The data security education shouldn’t
be optional but free and mandatory by simulating the
tragedy their loss would create. Connecting to other
people is not an obligation, but something
spontaneous that comes from our ability to
understand each other and to bond, creating groups
which share the same destiny and goals.
Our study’s assumptions have been partially
confirmed: we have a big network of smart gadgets
users, we use a great variety of applications for an
increasing number of fields, and even though we
know that these devices, their software and
applications are not safe, we don’t own a developed
security culture.
We don’t realize how dangerous data loss, using
bad applications or a Trojan horse can be. What’s
more, even the companies that sell these devices or
applications don’t seem to be interested in their
security. There are very few applications on the
market that cannot be used without knowing their
risks, as well as very expensive technologies that
provide physical protection for devices - digital
scanner, etc. Most of the applications don’t have an
initial cost-be it low or high. This allows the
possibility of creating an extensive network in which
users work with the same free application, thereby
the possibility of a cyber-attack on the network and
the associated risks grow exponentially.
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Our study wants to be a red flag for those that
can enforce certain obligations, too. We believe that
a data security culture-regardless of the cost- must
exist via schools, mass-media, study programs,
trainings for employees of the private domain, etc.
Although they are aware of the risks and dangers
they expose themselves to, Romanians still have a
high degree of confidence in their smart devices. A
necessary measure could be the addition of the
suitable antivirus to the price of an application, as
well as physical securing the devices through
efficient methods. Another measure could be the
applications producers’/developers’ obligation to
reveal the associated risks and the way they can be
prevented. This thing can be simply done when
buying/downloading an application and before
running it on the smart device by mandatory
report/information. Another way of preventing this is
by working together with institutions that can
develop efficient measures in the cyber field. A first
step has been already made by The Politehnica
University of Bucharest - together with military and
other specialised institutes - by realizing how
important it would be to create a cyber security
centre for civil society.
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